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Risk Management Framework: Made Simple

Stephen Brewster, Cybersecurity Manager

Industrial Control Systems

Federal Systems

https://www.us-cert.gov/nccic
https://www.us-cert.gov/nccic
https://www.dhs.gov/office-cybersecurity-and-communications
https://www.dhs.gov/office-cybersecurity-and-communications
https://www.dhs.gov/critical-manufacturing-sector-council-charters-membership
https://www.dhs.gov/critical-manufacturing-sector-council-charters-membership
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Information security is like 

an umbrella; the need is not 

apparent until it starts 

pouring

2
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Office of Personnel Management

What - The breach led to the loss of more than 22.5 million current and 
former federal and contractor employeesô personnel records

How - Hackers obtained a credential used by a contractor that OPM 
uses to conduct background investigations of applicants for federal jobs 
that require a security clearance. The hackers used that log-in credential 
to breach OPMôs data

WhyïInadequate patching of OPMôs sub-systems; lack of identity 
management; and other substandard security practices

MitigationsïImplementation of identity management controls; 
enforcement of patching policies and procedures

https://fcw.com/articles/2016/01/11/dss-opm-hack-lessons.aspx

http://www.usatoda.com/story/news/politics/2015/06/27/opm-hack-questions-and-answers/29333211

https://fcw.com/articles/2016/01/11/dss-opm-hack-lessons.aspx
http://www.usatoda.com/story/news/politics/2015/06/27/opm-hack-questions-and-answers/29333211
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Objectives
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Itôs no longer enough to 

measure security success 

by whether youôve been 

hacked or not 
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DoD 8510.01 Nov 28, 2007 Defense 

Information Assurance Certification and 

Accreditation Process (DIACAP)

DoD 8500.01E October 24, 2002-2007 

Information Assurance

ñPlatform IT refers to computer 

resourcesé.. that are physically part 

of, é..special purpose systems such 

as é., buildings, and utility 

distribution systems such as water 

and electric.ò

Why Now?
1900 ï2000                                                             2000    2010                                     2010 - TODAY 

DoD 5200 5200.40 Department of 

Defense Information Technology 

Security Certification and Accreditation 

Process (DITSCAP)

Anyéé.equipment that is used in the

é., control, display, éofé.data, and

includes software, firmware, and 

hardware. 

Presidential Decision Directive 63. The 

Clinton Administrationôs Policy Critical 

Infrastructure Protection

ñCritical infrastructures are éphysical

and cyber-based systems. They

include, é., energy, é., 

transportation, water systems and 

emergency servicesò

DoD 8510.01 Risk Management 

Framework (RMF) for DoD Information 

Technology (IT) DoD 8500.01 Marcy 

14,2014

Cybersecurity Examples of platforms 

that may include PIT are: buildings and 

their associated control systems 

(building automation systems or building 

management systems, energy 

management system, fire and life safety, 

physical security, elevators, etc.), utility 

distribution systems (such as electric, 

water, waste water, natural gas and 

steam), telecommunications systems 

designed specifically for industrial 

control systems including supervisory 

control and data acquisition, direct 

digital control, programmable logic 

controllers, other control devices and 

advanced metering or sub-metering, 

including associated data transport 

mechanisms (e.g., data links, dedicated 

networks).
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Why Me?

ESCO projects are performance-based, ESCOs must measure the energy 

and other types of savings, and these savings must be monitored over the 

project's life in order for the term performance-based to have meaning.

=
Platform IT

&

Platform IT 

Systems

1990 2000 2010 TODAY
DoD 8510.01 Nov. 28, 2007 

Defense Information Assurance 

Certification and Accreditation 

Process (DIACAP)

Executive Order 13514 ñFederal 

Leadership in Environmental 

Energy, and Economic 

Performance: Oct 5, 2009

DoD 8510.01 Risk Management 

Framework (RMF) for DoD 

Information Technology (IT)

Executive Order 13693 ñPlanning for 

Federal Sustainability in the Next 

Decadeò March 19, 2015

DoD 5200.40 Department of 

Defense Information Technology 

Security Certification and 

Accreditation Process (DITSCAP)

ESPCs were authorized in 1992 

by amendments to the National 

Energy Conservation Policy Act
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How Does It Work

Step 1

CATEGORIZE

System

Step 2 

SELECT

Security Controls

Step 3

IMPLEMENT

Security Controls
Step 4

ASSESS

Security Controls

Step 5

AUTHORIZE

System

Step 6

MONITOR

Security Controls

ÅCategorize the system in 

accordance with the CNSSI 1253

ÅInitiate the Security Plan 

ÅRegister system with DoD 

Component Cybersecurity Program

ÅAssign qualified personnel to RMF 

roles

ÅCommon Control Identification

ÅSelect security controls 

ÅDevelop system-level 

continuous monitoring strategy

ÅReview and approve Security 

Plan and continuous monitoring 

strategy

ÅApply overlays and tailor

ÅImplement control solutions 

consistent with DoD Component 

Cybersecurity architectures

ÅDocument security control 

implementation in Security Plan
ÅDevelop and approve Security 

Assessment Plan

ÅAssess security controls

ÅSCA prepares Security Assessment 

Report (SAR)

ÅConduct initial remediation actions

ÅDetermine impact of changes to the 

system and environment

ÅAssess selected controls annually

ÅConduct needed remediation

ÅUpdate Security Plan, SAR and 

POA&M

ÅReport security status to AO

ÅAO reviews reported status

ÅImplement system decommissioning 

strategy

ÅPrepare the POA&M

ÅSubmit Security Authorization 

Package (Security Plan, SAR and 

POA&M) to AO

ÅAO conducts final risk determination

ÅAO makes authorization decision

8
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RMF Roles Groups

AO ïAuthorizing Official 

Organization Information System Security Manger (ISSM)

Program Information System Security Manger (ISSM)

ISO ïInformation System Owner

PM/SM ïProgram manager / system manager

ISSO ïInformation System Security Officer

SCA- Security Control Assessor 

SCA-R ïSecurity Control Assessor ïRepresentative

SCA-V ïSecurity Control Assessor ïValidator

9

ESCO?
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Letôs Assess and Authorize the Huntsville

ESCO - WIDGET

ESCO WIDGET Authorization Package

Authorizing Official
Information System 

Owner

Security Control 
Assessor

Contractor

ATO

9
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SAME WIDGET Authorization Package

Step 1

CATEGORIZE

System

Step 2 

SELECT

Security Controls

Step 3

IMPLEMENT

Security Controls

System Security Plan

- Planning

- Categorizing System

System Security Plan

- Identify requirements

System Security Plan

- Document Procedures/Policies

- Implement System Security

- Test ALL Security Requirements 

11

GROUPS

AO ïAuthorizing Official

ISO ïInformation System Owner 

HEAVY ESCO

RESPONSIBILITY
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SAME WIDGET Authorization Package

Step 4

ASSESS

Security Controls

1

2

GROUPS

ISO ïInformation System Owner

SCA- Security Control Assessor 

Security Assessment Report

- Evaluate the implementation 

- Document residual risk

LESS ESCO

RESPONSIBILITY
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SAME WIDGET Authorization Package

Step 5

AUTHORIZE

System

13

Plan of Action and Milestone

- Document cost and time to fix 

residual risk

Authorization Decision

- Review Auth. Package

- Conduct final risk evaluation

GROUPS

ISO ïInformation System Owner

AO ïAuthorizing Official

LESS ESCO

RESPONSIBILITY
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For More Information

Email:

jcbas-ics-cybersecurity@jci.com

SharePoint Site: 

https://my.jci.com/sites/BEJCFSOPS/SitePages/Home.aspx


